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Red Hat Enterprise Linux ¥ 75 v /ﬁﬁ!éhf:ﬂ'l/‘y:/"é:%m <T£$L‘ \

System hangs at shutdown at "Reached Target Shutdown"

Solution - Aug 28, 2018 r FEIE] EO)*E&EJ *Fﬁslo) N %:'"ZJ: (’) N Eﬁﬂ] @%15“ (d_ Ly

On a system with a lot of tmpfs, the shutdown procedure gets halted with the message: " Reached Target :)&_Z ) 75§§ ﬁtéhéi%é 75§& "J ia— o

Shutdown” / BEWEHLEADRIZIZHEIRENEENTLY
B A — ¢ S =
System hangs on shutdown after printing "Reached target Shutdown" éi’ﬁ_ = :EJH é ll \35?_0) -C . - IEFH <T_é[: \ o

VERIFIED - Solution - Aug 6, 2021

- System hangs on shutdown after printing " Reached target Shutdown" ~...[OK] Stopped target Local \ /
File Systems. [OK] Stopped Configure read-only root support. [OK] Unmounted Configuration File System
[OK] Stopped Load Kerne...

The shutdown/reboot process hangs after displaying the message "Reached target Shutdown"
Solution - Aug 26, 2016

- The system hangs repeatedly if the “automount" file systems are mounted. Here are the entries in the
/etc/auto.direct on our test machine. $ more /etc/auto.direct /mnt/home nodeO1:/home /tmp/oracle

nodeOl:/var/opt/oracle ~- System did not go down even after waiting for 15 min. ‘ Red Hat
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e alls ot EINA TR = Red Hat CVE 7 —&~X—2X LXalTr—54

F—TJ—F ! WAl U Low Moderate @ Important @ Critical FR Al v
CVE F—4~R—2 BE ®E 2FEE -
g CVE-2022-4516 A flaw was found in OpenShift kube-apiserver. This flaw allows a Important 15 Dec 2022

user to exec into a pod for which they do not have permission,
resulting in a loss of confidentiality and integrity.

CVE-2022-23527 An open redirect vulnerability was found in mod_auth_openidc, an 14 Dec 2022
OpenlD Certified™ authentication and authorization module for
the Apache 2.x HTTP server. When providing a logout parameter
to the redirect URI, the existing code in oidc_validate_redirect_url()
does not properly check for URLs that start with /\t, leading to an
open redirect.

i) CVE-2022-46341 A vulnerability was found in X.Org. This issue occurs because the Important 14 Dec 2022
handler for the XIPassiveUngrab request accesses out-of-bounds
memory when invoked with a high keycode or button code. This
flaw can lead to local privilege elevation on systems where the X
server runs privileged and remote code execution for ssh X
forwarding sessions.

g CVE-2022-46342 A vulnerability was found in X.Org. This flaw occurs because the Important 14 Dec 2022
handler for the XvdiSelectVideoNotify request may write to
41 memory after it has been freed. This flaw can lead to local privilege
elevation on systems where the X server runs privileged and
remote code execution for ssh X forwarding sessions.
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XU —FT RENAHY— Red Hat CVE 7 —&A~N—2 tXallsos—3%

CVE-2022-2526 [t AN U Low Moderate @ Important @ Critical F5l All v
CVE 7—SA—2R wmE rE VNGIS
g CVE-2022-2526 A use-after-free vulnerability was found in systemd. This issue Important 19 Aug 2022

occurs due to the on_stream_io() function and
dns_stream_complete() function in 'resolved-dns-stream.c' not
incrementing the reference counting for the DnsStream object.
Therefore, other functions and callbacks called can dereference
the DNSStream object, causing the use-after-free when the
reference is still used later.
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CVE-2022-2526

Public on August 19, 2022
Last Modified: September 21, 2022, 4:18:50 PM UTC

Manage Notifications

Insights vulnerability analysis
CVSS v3 Base Score

CORAT DEFMFEHRBAIFIELE BTSN,

¥ )T —FIEOEREENER, & S| Important Impact
BEE EE EX (Low., Moderate. P CETANT What does this mean? CVSS Score Breakdown

Important, Critical) 1D 4 EX[&TEEMfL

ESE

View exposed systems >
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=

¥ 2T —REIC DOV TR - 58

rEFEhES, stream.c' not incrementing the reference counting for the DnsStream object.
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Description
Additional Information
— A use-after-free vulnerability was found in systemd. This issue occurs due to the

on_stream_io() function and dns_stream_complete() function in 'resolved-dns- * Bugzilla 2109926: CVE-2022-2526

systemd-resolved: use-after-free when
dealing with DnsStream in resolved-

Therefore, other functions and callbacks called can dereference the DNSStream
dns-stream.c

object, causing the use-after-free when the reference is still used later.
* CWE-416: Use After Free
* FAQ: Frequently asked questions about
CVE-2022-2526
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Package
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Platform

Red Hat Enterprise Linl

at Enterprise Linux 8.1
Update Services for SAP
Solutions

Red Hat Enterprise Linux 8.2
Extended Update Support

Red Hat Enterprise Linux 8.4
Extended Update Support

Red Hat Enterprise Linux 9

Red Hat OpenShift Container
Platform 4

Red Hat Virtualization 4 for Red
Hat Enterprise Linux 8

Package

systemd

systemd

systemd

systemd

systemd

systemd

systemd

redhat-virtualization-host

v

Affected Packages and Issued Red Hat Security Errata

State

Fixed

Fixed

Fixed

Fixed

Fixed

Not

affected

Not
affected

Fixed

Errata

RHSA-2022:6160

RHSA-2022:6206

RHSA-2022:6163

RHSA-2022:6162

RHSA-2022:6161

RHSA-2022:6551

ZRed Hat® G TOEF 1) TARIE D R ISR R AR
BInEd,

Fixed: EEEH

Not affected: EEGL

Affected: EEHY /R

Under Investigation: FEF

Will not fix: EEFELZL

Out of support scope: FEFELGL

Release Date

August 25, 2022 [YViII not_fixj *°I'Out of support scope &, ZD/\—
2avDIATH AN PEF ) TAREDHEEL R

August 30, 2022 FATRENTONET

August 25, 2022

Errata
X TFAEEDIEEE SO Errata B2
BEEEC/vr—I)hREInET,

August 25, 2022

September 19, 2022
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PRODUCT

Red Hat 3scale APl Management

4 View Another Product

PRODUCT VERSION
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O2n

O 210
029
028
027
026
O25
024
023
022
02
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O 2-saas

CATEGORY

[J Release Information

Release Information
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Red Hat 3scale APl Management 212 Aif K¥a X b

3scale DT
3scale APl Management & UEDAVR—R Y FOBITELIETYTIL—F

First Steps with 3scale
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3scale APl Management D > X b—ILE L UVRE

Operational Management of 3scale
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Products

Q, Search

reboot 30 minutes

FILTER BY Search Results 100f176 Sortby: Most Relevant

See more

) JBoss Enterprise Application Platform
() OpenShift Container Platform

) OpenShift Dedicated

) OpenShift Enterprise

) OpenShift Online

Content type

) Documentation

[J Solutions

) Articles

() Discussions

) Labs

ﬁ Troubleshoot your issue

Find solutions to your problems quickly with Red Hat Support's
troubleshooting tool.

Troubleshoot now -

Kdump Helper
[ Recommended: Labs- 2020F7H22H
Kdump is a reliable kernel crash-dumping mechanism that captures crash dumps

for troubleshooting issues like kernel crashes, hangs, and reboots. Setting up
Kdump usually requires a series...

Kernel Oops Analyzer
[% Recommended: Labs- 202057H27H
This tool is designed to help you diagnose a kernel crash. When you input a text or a

file including one or more kernel oops messages, we will walk you through
diagnosing the kernel crash issue. To us...

System takes more than 30 minutes in rebooting

Solution - 201657548
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IQ Linux

reboot 30 minutes

FILTER BY Search Results 100f1176 Sortby: MostRelevant ~

(O Red Hat Enterprise Linux

() Red Hat Enterprise Linux Atomic Host

) Red Hat Enterprise Linux Hardware
Certification

() Red Hat Enterprise Linux OpenStack
Platform

) Red Hat Enterprise Linux for Real Time

See more

() Documentation
[ Solutions

[ Articles

[ Discussions

() Labs

Content type v

N

ﬁ Troubleshoot your issue

Find solutions to your problems quickly with Red Hat Support's
troubleshooting tool.

Troubleshoot now =

Kdump Helper
[% Recommended: Labs- 2020F7H22H
Kdump is a reliable kernel crash-dumping mechanism that captures crash dumps

for troubleshooting issues like kernel crashes, hangs, and reboots. Setting up
Kdump usually requires a series...

Kernel Oops Analyzer
[% Recommended: Labs- 202057H27H
This tool is designed to help you diagnose a kernel crash. When you input a text or a

file including one or more kernel oops messages, we will walk you through
diagnosing the kernel crash issue. To us...

System takes more than 30 minutes in rebooting

Solution - 2016F7H4H
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‘ Clear all

|

Products

Q Search

Red Hat Enterprise Linux

) Red Hat CloudForms

() Red Hat Directory Server

HANA

See more

Content type

Solutions
Articles

) Documentation
[ Labs

() Discussions

) Red Hat Cloud Infrastructure

) Red Hat Enterprise Linux for SAP

FILTER BY (3) Search Results 100f23 Sortby:  Most Relevant

(reboot OR shutdown ) "30 minutes” -"RHEL 5" jo
em takes more than 30 minutes in rebooting

Solution- 20165784H

- System takes more than 30 minutes in rebooting with the followings. ~~~ [OK]

Stopped target Remote File Systems. Unmounting /share... [316.760570] nfs:

server ...

In RHEL6, shutdown command takes a long time, like 30 minutes. Is

there any workaroud?

Solution - 2014F4H3H

- In RHELS, shutdown command takes a long time, like 30 minutes. Is there any

workaroud? N/A - The customer reported that 'service ypbind stop’ command

before in...

Red Hat Enterprise Linux 6.5 system hangs for about 30 minutes at

shutdown after bringing down network service

Solution - 2014568138

- A Red Hat Enterprise Linux 6.5 system hangs for ~30 minutes during shutdown

after is bringing down the network. ~~~ bonding: bondO: releasing active interface

Why does the ntpstat command shows unsynchronized right after
reboot?

—
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ELETEET.

Most Relevant:
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I&IZ&RRLET,

Newest First:
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System hangs on shutdown after printing "Reached target Shutdown"

© SOLUTION Bi23% - B# 6y 2021568 A6 B #2819 C ‘

R

» Red Hat Enterprise Linux 7

e

* System hangs on shutdown after printing "Reached target Shutdown”

[ OK ] Stopped target Local File Systems.

[ OK ] Stopped Configure read-only root support.

[ OK ] Unmounted Configuration File System.

[ 0K ] Stopped Load Kernel Modules.

[ OK ] Unmounted /boot,

[ OK ] Unmounted /run/user/0.

[ OK ] Stopped target Local File Systems (Pre).

[ ] Stopped Remount Root and Kernel File Systems.
[ OK ] Stopped Create Static Device Nodes in /dev.

[ ] Reached target Shutdown.

e The VMCore of the system shows that the swap is still activated

D

ached target
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Red Hat Enterprise Linux for x86_64 {Z2WT HEDIVY—2R ANILTDER

Only Red Hat Enterprise Linux provides an intelligent OS that is » Get Started *» Contact Support

the consistent foundation for the enterprise hybrid cloud. ¥ Dairmartatian
Delivering any application on any footprint at any time giving
* Red Hat Enterprise Linux Life

you Control. Confidence. Freedom.
Cycle

MEOYI+OxT

Red Hat Enterprise Linux forx86_64 D YA =5 =8 LU XA— (x86_64 D v.9.2)

REBA VA=A A=

Red Hat Enterprise Linux 9.2 Binary DVD |14

Run the installation program and complete installation without requiring any additional package repositories. Use this
image if the system you are installing will not have network access, as it contains all of the required packages to complete
an installation of Red Hat Enterprise Linux.

* Create installation media
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(Physical or Virtual Nodes) >
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Red Hat Enterprise Linux 7 X2 avH (K
https://www.redhat.com/ja/resources/red-hat-enterprise-linux-subscription-guide
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Red Hat is the world’s leading provider of enterprise
open source software solutions. Award-winning support,
training, and consulting services make Red Hat a trusted

adviser to the Fortune 500.

m linkedin.com/company/red-hat n facebook.com/redhatinc

u youtube.com/user/RedHatVideos u twitter.com/RedHat
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